Vaultwarden

Password & authentication code manager for CBTS accounts. Shared accounts are managed
through Vaultwarden.
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What i1s Vaultwarden?

Vaultwarden is CBTS's internal password manager that allows users to store, manage, and share
sensitive information (such as passwords, TOTP keys, passkeys, notes, etc) securely.

We will use it primarily as a password manager for shared accounts/passwords, but also
recommend using it for your individual CBTS account logins. It can also be used to securely share
files & notes using the Send feature.

Vaultwarden integrates with/uses the Bitwarden suite of apps. Apps are available for Desktop and
Mobile users and are available as extensions/add-ons for all major browsers.



1. Creating Your Vaultwarden
Account

1. You will receive an email with an invite to set up your Vaultwarden account. Click "Join

Organization Now".

@aultwarden

You have been invited to join the CBTS organization.

Join Organization Now

If you do not wish to jein this organization, you can safely ignore this email.

2. An account creation page will open. Fill out the password lines and create a helpful
password hint. Then click "Create Account".
Note: This password can be different from your CBTSCommons password. We suggest
using the same password but it is your choice.

Join CBTS

Finish joining this organization by setting a master
password.

~ Master password (required)
SRR PINININININIPIPIOIPIEIOIIINTS . @]

Important: Your master password cannot be recovered if you
forget it! 12 character minimum.

~ Confirm master password (required)

Master password hint
{Helpful password hint here| . ]

If you forget your password, the password hint can be sent to your
email. 26/50 character maximum.

Check known data breaches for this password

Create account

3. Your account has been created. You will be offered the Bitwarden browser extension
which integrates Vaultwarden with your browser; we recommend installing it.
1. If you install the extension, close the tab it opens up.
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You will not immediately have access to the CBTS shared passwords; please see Next Steps

for how to gain access.


https://bookstack.cbtscommons.org/books/vaultwarden/page/2-next-steps

2. Next Steps

You will not immediately have access to the CBTS shared passwords; we can only grant accounts
access after they have been set up.

1. After you have created your Vaultwarden account, please email Isaac (

best@cbtseminary.org) to let him know you have set up your Vaultwarden account;
he will grant you access to the CBTS shared passwords.

2. In that email, please include your Vaultwarden account's fingerprint phrase:
1. Go to your Vaultwarden Account settings -

https://vaultwarden.cbtscommons.org/#/settings/account
2. Copy the fingerprint phrase to your email draft

®c—

Your account's fingerprint phrase: ®
pork-simile-lurch-stark-yearbook

We recommend installing the browser extension for ease of use. The extension setup page will

direct you to the correct extension/add-on store to install it. Then, log in to Vaultwarden in the

extension.

You may find it useful to install a mobile apps to access Vaultwarden on your phone.
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Logging In to the Browser
Extension

1. Click the extension icon in your browser menu/tool bar.

o e o

2. At the bottom of the extension window, select "Log In".

J

A=

Security, prioritized

Save logins, cards, and identities to your secure vault.
Bitwarden uses zero-knowledge, end-to-end encryption to
protect what's important to you.

< ® O O O >

( Login )

3. At the bottom of the next screen (you may need to scroll down), select "Accessing:
bitwarden.com", then select "self-hosted".
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) :

Log in to Bitwarden

( Email address (required) }

D Remember email

or

( & Log in with passkey )
( @ Use: bitwarden.com )
bitwarden.eu

New to Bitwarc

self-hosted .

arden.comv

4. Fill out the Server URL blank with

https://vaultwarden.cbtscommons.org

then click Save.

Self-hosted environment X
Server URL
[ https://vaultwarden.cbtscommons.org . J

Specify the base URL of your on-premises hosted Bitwarden installation.
Example: https://bitwarden.company.com

> Custom environment

@ Cancel

5. In the Email Address field, enter your CBTSCommons username/email. Click continue.
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Log in to Bitwarden

Email address (required)
[ best@cbtscommons.org . ]

Remember email
Continue
nr

6. Enter your Vaultwarden password, then click "Login with master password".
Welcome back

best@chtscommmons.org

Master password (required)
[...lll..lll...lll..ll . @]

Get master password hint

Log in with master password

7. You are now logged in on the extension.
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Adding 2FA
(TOTP/Authenticator) codes to
Vaultwarden

Vaultwarden can be used to generate TOTP/2FA codes in the place of Authenticator apps (such as
Google Authenticator/Microsoft Authenticator). This article will walk you through setting up an
account to use Vaultwarden for 2FA codes.

Most services that offer 2FA will give you a QR code to scan. We will begin at this step and
use a Google Account as an example. The Vaultwarden steps will be the same for most/all

accounts.
1.  Vaur @ @ ger, click the Bitwarden extension icon.
2.1 account to which you are adding 2FA. (You
e 1B e
q [Q e h case, skip to step #4.)
'J:(El Vault vr-:] [jﬁ] Collection v .jil
':_:D Folder v 5 Type v
Autofill suggestions 6 |
G Google ~ ey B . o)
e e ‘ View item - Google &=
~
- w -

G = mem = = = fae Q

G . ©

G : ©
& & 4 @
Vault Generator Send Settings

3. Select "Edit" in the lower left corner.
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4. Scroll down to the section labeled "Login credentials" and find the "Authenticator key"
text box. Select the camera icon.

¢ Edit Login q‘
L

— Folder
{ Shared Logins v }

Login credentials

~ Username
Password
(.................... @ @ @}

Use the generator & to create a strong unigque password

~ Authenticator key ®

0
I»

Autofill options

(~ Website (URI) Y

Cancel

5. The QR code will be scanned and the key added to Vaultwarden. Click "Save".

-
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6. Continue in the browser (usually you will click "Next"). You should be prompted to enter
your 2FA code.

7. Open the Bitwarden extension again and select "Fill" next to the correct account. Your 2FA
code should populate in the browser page.

[Q Search ]
(El Vault v> (@ Collection v>
(D Folder v> (‘E Type v>
Autofill suggestions 6 |
Google = =g
G m— @e ¢
View item - Google =g
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s e :
Enter Code
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3 & < @
Vault Generator Send Settings
Back Cancel Verify

1. You can also try simply pasting from your clipboard. When the Bitwarden extension
generates a 2FA code, it automatically copies it into your clipboard.
8. Select "Verify" (or whatever the appropriate option for your specific account ).
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You have set up Vaultwarden to generate 2FA codes for your account.



Can't Login on the Bitwarden
Extension

If you receive a "KDF Config is Required" error when trying to log in on the Bitwarden extension,
the most likely reason for this is that you have entered the Vaultwarden URL incorrectly.

1. Open the extension and scroll down to the "Accessing: self-hosted" item. Click it.

U bitwarden 3 .

Log in to Bitwarden

Email address (required)

—

[:l Remember email

!

or

( @ Use single sign-on )

New to Bitwarden? Create account

Accessing: self-hosted v
———

2. Click "self-hosted" on the pop-up.

or

® Use sit bitwarden.com )

bitwarden.eu

New to Bitwarde
v self-hosted

Accessing: self-hosted v

3. Make sure you have correctly entered our Vaultwarden address/URL in the text box.

https://vaultwarden.cbtscommons.org

Then click "Save".
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Self-hosted environment X
Server URL
&ttps:ﬂvauItwarden.cbtscommnns.urg. ]
e —

Specify the base URL of your on-premises hosted Bitwarden installation.
Example: https://bitwarden.company.com

» Custom environment

. [

4. Try logging in again. If you still encounter errors, contact IT.
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